1. FRONTIERS INVESTIGATOR PROGRAM DATA PROCESSING NOTICE

The FRONTIERS Top Research and Talent Development Foundation (registered office: 1093
Budapest, Czuczor utca 2-10., registration number: 01-01-0013872, tax number: 19427953-
2-43, hereinafter referred to as the Foundation, or service provider, data controller)
announced the Frontiers Investigator Program, the aim of which is to create competitive
research teams in Hungary, led by ERC (European Research Council) grant winners who will
settle in Hungary. The Foundation, as the promoter and data controller of the Frontiers
Investigator Program, acknowledges the content of this legal notice as binding upon itself and
declares that all data processing related to its activities complies with this policy, the
applicable national legislation, in particular Act CXII of 2011 on the right to self-determination
in relation to information and freedom of information (hereinafter: Infotv.) and its
implementing regulations, and in the legal acts of the European Union, in particular Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (hereinafter: GDPR) (hereinafter:
GDPR).

This privacy policy applies to the following domains and their subdomains: www.frontiers.hu,
frontiersinvestigator.nvs.hu.

Data protection guidelines relating to the data controller's data processing activities are
available at all times at https:/frontiers.hu/hu/data-privacy/investigator/.

The data controller reserves the right to amend this notice at any time. Those affected will be
informed of any changes in a timely manner. If you have any questions regarding this notice,
please write to us and we will answer your questions.

The Data Controller is committed to protecting the personal data of applicants and considers
it of utmost importance to respect the informational self-determination of its clients. The Data
Controller treats personal data confidentially and takes all security, technical and
organizational measures to guarantee the security of the data.

The data controller describes its data processing practices below.

2. DATA CONTROLLER'S DETAILS

If you wish to contact the Data Controller, you can do so at info@frontiers.hu or using the
contact details below.

Data controller details:

Name: FRONTIERS Foundation for Excellence in Research and Talent Development
Headquarters: 1093 Budapest, Czuczor Street 2-10.

Tax number: 19427953-2-43

Registration number: 01-01-0013872



E-mail: info@frontiers.hu

3. PURPOSE OF DATA PROCESSING, SCOPE OF PERSONAL DATA PROCESSED

3.1. PURPOSE OF DATA PROCESSING

The purpose of data management is to properly identify applicants for the Frontiers
Investigator Program and, in the event of a winning application, to perform tasks related to
concluding a grant agreement or sponsorship document and maintaining contact with the
applicant.

3.2. SCOPE OF PROCESSED PERSONAL DATA

The Data Controller processes the following data of individuals participating in the
competition:

e email address

e last name

e first name

e citizenship

e year of birth

e country of residence
e phone number

e current employer

e current job title

e place and date of PhD completion
e PhD title

e Google Scholar link

3.4. TECHNICAL DATA

The data controller selects and operates the IT tools used to manage personal data during the
provision of the service in such a way that the managed data:

e accessible to those authorized to do so (availability);
e its authenticity and authentication are ensured (authentication of data processing);
e its immutability can be verified (data integrity);

e it must be protected against unauthorized access (data confidentiality).



The data controller takes appropriate measures to protect the data against unauthorized
access, alteration, transmission, disclosure, deletion or destruction, as well as against
accidental destruction.

The data controller ensures the security of data processing by implementing technical,
organizational and organisational measures that provide a level of protection appropriate to
the risks associated with data processing.

During data processing, the data controller maintains confidentiality: it protects the
information so that only those who are authorized to do so can access it; integrity: it protects
the accuracy and completeness of the information and the processing method; availability: it
ensures that when the authorized user needs it, he can actually access the desired information
and that the related tools are available.

4. GENERAL DATA PROCESSING POLICY, NAME OF DATA PROCESSING, USE, LEGAL
BASIS AND RETENTION PERIOD

4.1. GENERAL GUIDELINES AND LEGAL BASIS

The data controller's data processing is based on Article 6(1)(a) and (b) of the GDPR, i.e. on
voluntary consent or is necessary for the performance of a contract. In the case of data
processing based on voluntary consent, data subjects may withdraw their consent at any stage
of the data processing.

In certain cases, the processing, storage and transmission of a range of data provided is
mandatory by law, of which we separately notify the users of our websites. We draw the
attention of those who provide data to the Data Controller that if they do not provide their
own personal data, the data provider is obliged to obtain the consent of the data subject.

Our data processing principles are in line with the current data protection laws, especially the
Infotv., the GDPR, Act V of 2013 on the Civil Code, Act C of 2000 on Accounting, Act LIl of
2017 on the Prevention and Combating of Money Laundering and Terrorist Financing, Act
LXVI of 2011 on the State Audit Office, and Government Decree 355/2011. (XIl. 30.) on the
Government Control Office.

4.2. DATA RETENTION PERIOD

The retention period for personal data required for the submission of the application and for
any binding transaction to be concluded is no longer than until the completion of the given
process or, in the case of a binding transaction, for the applicable retention period. The
retention of personal data provided in connection with binding transactions is governed by the
provisions of Act C of 2000 on Accounting, Act CXCV of 2011 on Public Finance and
Government Decree 368/2011. (XIl. 31.) on the implementation of the Act on Public Finance.



5. PHYSICAL STORAGE LOCATIONS OF DATA

Your personal data (i.e. data that can be linked to your person) may be processed by us in the
following ways: in connection with the submission of the application, technical data related to
the computer you use, browser program, internet address, and the pages you visit are
automatically generated in our computer system. In addition, depending on the provisions of
the application notice, personal data may also be provided to the Data Controller on paper or
electronically.

The data recorded automatically is logged by the system automatically upon entry or exit,
without any separate statement or action on the part of the data subject.

This data cannot be combined with other personal user data, except in cases required by law.
The data may be accessed by the Data Controller's authorized employees, as well as by the
data processors specified in this information providing services related to the frontiers.hu and
frontiersinvestigator.nvs.hu domains and their subdomains, solely to the extent necessary for
the performance of their duties.

6. DATA TRANSFER, DATA PROCESSING, CIRCLE OF PERSONS WITH ACCESS TO DATA

The data controller uses the following data processors during its business activities:
Hosting service:

Cweb.hu Informatikai Kft

Address: 1173 Budapest, Borsé utca 12-32

Customer service: +36-70-282-7206

E-mail: support@cweb.hu

Scope of known data: the content of the websites located on the frontiersinvestigator.nvs.hu
domain, as well as technical data related to the operation of the website.

Rackhost Zrt.
Address: 6722 Szeged, Tisza Lajos krt. 41.
Customer service: +36 1 445 1200

E-mail: info@rackhost.hu

Scope of known data: the content of the websites located on the www.frontiers.hu domain
and its subdomains,

as well as technical data related to the operation of the website.


mailto:info@rackhost.hu

The electronic mail related to the frontiers.hu domain does not operate in the Rackhost
system, but in the Microsoft 365 / Exchange Online environment.

Electronic mail service:

Microsoft Ireland Operations Limited

One Microsoft Place, South County Business Park, Leopardstown, Dublin 18, Ireland
Data processing activity:

Provides electronic mail service related to the frontiers.hu domain in the Microsoft 365 /
Exchange Online environment.

The scope of known data:

Sender and recipient data, subject, content, attachments of emails sent to and from email
addresses belonging to the frontiers.hu domain, as well as technical data necessary for the
operation of the correspondence.

Web-analytics service:

Google Analytics

Service provider: Google Ireland Limited

Gordon House, Barrow Street, Dublin 4, Ireland

Data processing activity:

Measures website traffic and preparing statistical analysis.
The scope of known data:

Technical and statistical data related to the visiting and use of the website, in particular cookie
identifiers, device and browser data, approximate geographical data, visit data and IP address
or its abbreviated/masked form.

Google Analytics:
Google Inc., Mountain View, California, USA
Known data:

Anonymized, non-personal IP address of visitors to the www.frontiers.hu website.

6.1 DATATRANSFER TO THIRD COUNTRIES



During the operation of certain cloud-based and web analytics services used by the Data
Controller, personal data may be transferred to or accessed from a third country.

Data is transferred to the United States, for which an adequacy decision was made on July 12,
2016 (https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-
us-privacy-shield_en).

The adequacy decision also applies to Google
(https:/policies.google.com/privacy/frameworks) as a data controller.

7.YOUR RIGHTS AND ENFORCEMENT OPTIONS

The data subject may request information about the processing of his or her personal data, as
well as request the correction of his or her personal data, or - with the exception of mandatory
data processing - its deletion or withdrawal, and may exercise his or her right to data
portability and objection in the manner indicated when the data was collected, or at the above
contact details of the data controller.

7.1 RIGHT TO INFORMATION

The data controller shall take appropriate measures to provide data subjects with all
information relating to the processing of personal data referred to in Articles 13 and 14 of the
GDPR and all information referred to in Articles 15 to 22 and 34 in a concise, transparent,
understandable and easily accessible form, in clear and plain language.

7.2YOUR RIGHT TO ACCESS

The data subject shall have the right to obtain from the controller confirmation as to whether
or not personal data concerning him or her are being processed, and, where that is the case,
access to the personal data and the following information:

e the purposes of the processing;

e the categories of personal data concerned;

e the recipients or categories of recipients to whom the personal data have been or will
be disclosed, including in particular recipients in third countries or international
organisations

e the expected period for which the personal data will be stored;

e the right to rectification, erasure or restriction of processing and the right to object;

e the right to lodge a complaint with a supervisory authority;

e information on the sources of the data;

e the existence of automated decision-making, including profiling, and meaningful
information about the logic involved, as well as the significance and the expected
consequences of such processing for the data subject.

The data controller shall provide the information within one month of the submission of the
request.



7.3 RIGHT OF CORRECTION

The data subject may request the correction of inaccurate personal data concerning him or her
processed by the Data Controller and the completion of incomplete data.

7.4 RIGHT TO ERASE

The data subject shall have the right to obtain from the controller the erasure of personal data
concerning him or her without undue delay where one of the following grounds applies: the
personal data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed; the data subject withdraws consent on which the
processing is based and there is no other legal ground for the processing; the data subject
objects to the processing and there are no overriding legitimate grounds for the processing;
the personal data have been unlawfully processed; the personal data must be erased for
compliance with a legal obligation in Union or Member State law to which the controller is
subject; the personal data have been collected in relation to the offer of information society
services.

The erasure of data cannot be initiated if the processing is necessary: for exercising the right
of freedom of expression and information; for compliance with a legal obligation which
requires processing by Union or Member State law to which the controller is subject or for the
performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller; for reasons of public interest in the area of public health, or for
archiving, scientific and historical research purposes or statistical purposes; or for the
establishment, exercise or defence of legal claims.

7.5 RIGHT TO RESTRICT DATA PROCESSING

At the request of the data subject, the Data Controller shall restrict data processing if any of
the following conditions are met: the data subject disputes the accuracy of the personal data,
in which case the restriction shall apply for a period enabling the accuracy of the personal data
to be verified; the processing is unlawful and the data subject opposes the erasure of the
personal data and requests the restriction of their use instead; the controller no longer needs
the personal data for the purposes of the processing, but they are required by the data subject
for the establishment, exercise or defence of legal claims; or the data subject has objected to
processing pending the verification whether the legitimate grounds of the controller override
those of the data subject; in this case, the restriction applies for a period until it is determined
whether the legitimate grounds of the controller override those of the data subject.

Where processing is restricted, personal data shall, with the exception of storage, only be
processed with the data subject's consent or for the establishment, exercise or defence of
legal claims or for the protection of the rights of another natural or legal person or for reasons
of important public interest of the Union or of a Member State.

7.6 RIGHT TO DATA PORTABILITY



The data subject shall have the right to receive the personal data concerning him or her, which
he or she has provided to the controller, in a structured, commonly used and machine-
readable format and have the right to transmit those data to another controller.

7.7 RIGHT TO OBJECT

The data subject shall have the right to object, on grounds relating to his or her particular
situation, at any time to processing of personal data concerning him or her which is necessary
for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller, or to processing necessary for the purposes of the
legitimate interests pursued by the controller or by a third party, including profiling based on
those provisions. In the event of an objection, the controller shall no longer process the
personal data unless there are compelling legitimate grounds for the processing which
override the interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims.

7.8 AUTOMATED DECISION-MAKING IN INDIVIDUAL CASES, INCLUDING PROFILING

The data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her.

7.9 RIGHT OF WITHDRAWAL

The data subject has the right to withdraw their consent at any time.

7.10 RIGHT TO APPEAL TO THE COURT

In the event of a violation of their rights, the data subject may file a complaint with the court
against the data controller. The court will proceed with the case without delay. A complaint
can be filed with the National Authority for Data Protection and Freedom of Information:

Name: National Authority for Data Protection and Freedom of Information Registered office:
1125 Budapest, Sziladgyi Erzsébet fasor 22/C. Postal address: 1530 Budapest, Pf.: 5.
Telephone: 0613911400 Fax: 0613911410

E-mail: ugyfelszolgalat@naih.hu

Website: http:/www.naih.hu

8. OTHER PROVISIONS

We will provide information about data processing not listed in this notice at the time of data
collection. We inform our customers that the court, the prosecutor, the investigating



authority, the administrative authority, the National Authority for Data Protection and
Freedom of Information, the Hungarian National Bank, or other bodies authorized by law may
request information, data disclosure, data transfer, or the provision of documents from the
data controller. The data controller shall only disclose personal data to the authorities,
provided that the authority has specified the exact purpose and scope of the data, to the
extent that is strictly necessary to achieve the purpose of the request.



